Organizational Risk Evaluation Worksheet

Module 1.3: Building Security, Key & Lock Control

Risk Description

Completely

Partially

No

Not
Applicable

Comments

Are members of senior management conscious and aware of security

! issues?

2 | Does the organization have key and access controls in place?

3 | During the business day, do critical areas remained locked and secure?

4 Are contractors and vendors required to sign in and indicate what kind of
work they are performing and for whom?

5 In the event of a power loss, does the facility have an emergency lighting
system (i.e., battery-powered or generator)?

6 Are policies in place that require keypad combinations be changed when key
personnel terminate or at least semiannually?

7 Are alternative measures provided for contacting emergency assistance if
power and telephone service have been disrupted (e.g., cell phones)?

8 Has the organization acquired a UPS or generator(s) for use in event of a
power outage?

9 Have backup systems been tested to ensure that adequate resources are
available to continue processing emergency tasks?

10 | Are emergency phone numbers published and posted?

1 In the event of an emergency, are the phone numbers for key personnel
available and clearly posted in designated areas?

12 Are phone number lists for key employees verified and updated based on
employee promotions or terminations?
Has the organization provided receptionists and/or switchboard operators

13 | with standard procedures and forms to use in event of a bomb threat or other
emergency?

1 Are fire alarms and fire extinguishers conveniently located, clearly marked
and easily accessible?

15 Are employees encouraged to notify supervisors if they notice safety
hazards?

16 | Are safety inspections held on a regular basis?

17 Are floor plans and evacuation routes prominently displayed throughout the

facility?




18 | Does the organization conduct fire and evacuation drills on a regular basis?

19 Are there written office/building emergency procedures published which
would include procedures for all types of emergencies?
Is there a current list of employees who have been trained in emergency

20 | procedures (i.e., CPR, emergency first aid) to be called upon to assist in the
event of an emergency?

21 Is the reception area designed so that visitors face the reception desk as they
enter the premises?

2 Does the organization provide escorts for visitors to be admitted to critical
areas?

23 Are personnel trained to question anyone who is an unidentified visitor or an
employee without a badge?
Are keys to buildings, rooms, and storage units maintained separately from

24 | other keys and accessible only to those individuals whose duties require
access to them?

25 | Is a current roster of these individuals kept?

26 | Is the number of keys held to the essential minimum?

27 | Is the custody of keys transferred between authorized individuals controlled?

28 | Is the change of custody of keys properly recorded?

29 After hours, are keys locked in a secure receptacle away from the storage
area or in the custody of the responsible management?

30 | Are keys left unattended or unsecured at any time?

31 Is the removal of keys to buildings, rooms, and/or storage units from the area
permitted?

32 | Is the use of master keys permitted?

33 | Are locks replaced when keys are lost, misplaced, or stolen?

34 | Has akey/lock custodian been assigned?
Is a key control register maintained at all times to insure administrative

35 .
accountability for keys?
Does the key control register contain the signature of the individual receiving

36 the key, date/hour of issuance, serial number of key, initials of the person
issuing the key, date/hour key was returned and the signature of the
individual receiving the returned key?

37 | Areinventories of keys and locks conducted periodically?




